
 

 

 

Users Configuration 

for ARC 4.0 

Version 4.0 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

  

2 

CONFIDENTIAL INFORMATION 

The information herein is the property of Ex Libris Ltd. or its affiliates and any misuse or abuse will 

result in economic loss. DO NOT COPY UNLESS YOU HAVE BEEN GIVEN SPECIFIC WRITTEN 

AUTHORIZATION FROM EX LIBRIS LTD. 

This document is provided for limited and restricted purposes in accordance with a binding contract 

with Ex Libris Ltd. or an affiliate. The information herein includes trade secrets and is confidential. 

DISCLAIMER 

The information in this document will be subject to periodic change and updating. Please confirm that 

you have the most current documentation. There are no warranties of any kind, express or implied, 

provided in this documentation, other than those expressly agreed upon in the applicable Ex Libris 

contract. This information is provided AS IS. Unless otherwise agreed, Ex Libris shall not be liable for 

any damages for use of this document, including, without limitation, consequential, punitive, indirect or 

direct damages. 

Any references in this document to third-party material (including third-party Web sites) are provided 

for convenience only and do not in any manner serve as an endorsement of that third-party material or 

those Web sites. The third-party materials are not part of the materials for this Ex Libris product and Ex 

Libris has no liability for such materials. 

TRADEMARKS 

"Ex Libris," the Ex Libris bridge , Primo, Aleph, Alephino, Voyager, SFX, MetaLib, Verde, DigiTool, 

Preservation, URM, Voyager, ENCompass, Endeavor eZConnect, WebVoyage, Citation Server, 

LinkFinder and LinkFinder Plus, and other marks are trademarks or registered trademarks of Ex Libris 

Ltd. or its affiliates.  

The absence of a name or logo in this list does not constitute a waiver of any and all intellectual 

property rights that Ex Libris Ltd. or its affiliates have established in any of its products, features, or 

service names or logos.  

Trademarks of various third-party products, which may include the following, are referenced in this 

documentation. Ex Libris does not claim any rights in these trademarks. Use of these marks does not 

imply endorsement by Ex Libris of these third-party products, or endorsement by these third parties of 

Ex Libris products. 

Oracle is a registered trademark of Oracle Corporation. 

UNIX is a registered trademark in the United States and other countries, licensed exclusively through 

X/Open Company Ltd. 

Microsoft, the Microsoft logo, MS, MS-DOS, Microsoft PowerPoint, Visual Basic, Visual C++, Win32, 

Microsoft Windows, the Windows logo, Microsoft Notepad, Microsoft Windows Explorer, Microsoft 

Internet Explorer, and Windows NT are registered trademarks and ActiveX is a trademark of the 

Microsoft Corporation in the United States and/or other countries. 

Unicode and the Unicode logo are registered trademarks of Unicode, Inc. 

Google is a registered trademark of Google, Inc. 

Copyright Ex Libris Limited, 2014. All rights reserved. 

Document released: January 13, 2014 

Web address: http://www.exlibrisgroup.com  

http://www.exlibrisgroup.com/


 

  

3 

Table of Contents 

1 INTRODUCTION ................................................................................................ 4 

2 AVAILABLE USERS GROUPS ......................................................................... 4 

2.1 Consumer Group ............................................................................................ 4 

2.2 Business Author Group .................................................................................. 5 

2.3 Professional Author Group ............................................................................ 5 

3 CHANGING PASSWORDS FOR EXISTING USERS .................................... 5 

4 CHANGE SCHEME FOR EXISTING USERS................................................. 6 

5 ARC USERS REPORT ........................................................................................ 7 

6 CHANGE ARC USER ......................................................................................... 7 

7 ADD ARC USER VIA ARC LICENSE .............................................................. 8 

 

 
 

 

 



 

  

4 

1 Introduction 

User authentication in ARC is managed by third-party authentication providers.  

The third party used by Ex Libris is Sun ONE™ Directory Server (AKA iPlanet). 

Users and user groups are defined and managed with this tool. Some examples of the 

type of information stored in Sun ONE are user names, IDs, passwords, regional 

settings, personal preferences, and so on. If you set up authentication for ARC, users 

must provide valid credentials, such as user ID and password, when logging in. 

Roles are defined in Cognos (ARC). User Groups that are set up in the Sun ONE 

directory server are connected to Cognos (ARC) roles. The connection between Sun 

ONE user groups and Cognos Roles is part of the standard ARC version and cannot 

be modified.  

The Sun ONE directory server comes with standard user groups defined as part of the 

ARC version. Each group contains users according to the number of licenses 

purchased by the customer. If additional users are required, sales representative 

should be contacted to purchase additional licenses. User details are defined as part of 

the installation process. User scheme and passwords can be changed by the customer 

after the installation delivery, using the scripts detailed below.  

The purpose of this document is to: 

 Explain the structure of the Sun ONE user groups and the way they are 

connected to Cognos roles.  

 Explain how initial user passwords can be changed. 

 Explain how the initial scheme can be changed.  

 Explain how to create a report showing all available Sun ONE users. 

 Explain how to change and add ARC users via the ARC License.  

2 Available Users Groups 

There are three groups of users in the Sun ONE directory server:  

 Consumer 

 Business Author 

 Professional Author 

Here are some details regarding these groups of users and the corresponding roles in 

ARC (further information regarding Cognos ARC Roles can be found in online Help). 

2.1 Consumer Group 

The number of consumer users that are part of this group equals the number of 

Consumer licenses purchased by the customer.  

The Consumer group is linked to the Consumers role in Cognos (ARC).  
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The consumer role has access via Cognos or by e-mail to: 

 Set personal preferences for language, time zone, and so on 

 View, run, and schedule reports 

 Interact with prompts 

 Output reports to other formats such as PDF and CSV 

 Subscribe to a scheduled report 

 Create and manage report folders and personalized standard reports. 

2.2 Business Author Group 

The number of business author users that are part of this group equals the number of 

Business author licenses purchased by the customer.  

The Business Author group is linked to the Query Users role in Cognos (ARC).  

The Query Users role has Consumer role capabilities plus those of Query Studio, 

which enable the user to:  

 Use Ad hoc querying 

 Create simple reports and charts 

 Define prompting 

 Filtering and calculations 

 Share reports with other users and format reports 

2.3 Professional Author Group 

The number of professional author users that are part of this group equals the number 

of Professional author licenses purchased by the customer.  

The Professional Author group is linked to the Report Administrators role in Cognos 

(ARC).  

The Report Administrators role has all of the Query Users role capabilities plus those 

of Report Studio, which enable the user to: 

 Create sophisticated, multi-page, richly formatted reports 

 Create charts with complex prompts and filters  

 Create and distribute personalized reports via reports bursting 

 View folders containing drill through reports folder  

3 Changing Passwords for Existing Users 

After an installation is delivered to the customer, initial passwords set by Ex Libris 

can be changed by the customer using the script described below. Note that if you 
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change an administrator user password, an Ex Libris representative should be 

informed. 

To change a user password: 

1. Go to ./crn/arc4_[n]/arc/proc/ldap  

2. Execute the ‘change_password.csh’ script       

crn@il-arc01(arc4_2)proc/ldap>csh –f change_password.csh 

Changing users's password 

Enter the user's name whose password you want to change: 

consumer1USMR0 

Enter the user's old password: 

Consumer999 

Enter the new password: 

abcd1234 

Enter the new password again: 

abcd1234 

modifying entry uid=consumer1USMR0, ou=Administrators, 

ou=TopologyManagement, o=NetscapeRoot 

 

Password changed successfully 

4 Change Scheme for Existing Users 

The Users’ initial scheme is defined in the ARC License file. In ARC with multi 

scheme, it is possible to change the user scheme to a different scheme using the script 

described below. 

 

Note that if for some reason the scheme name does not exist, it can be added to 

arc_start.private under ./crn/arc4_1/arce. 

 

Here is an example for arc_start.private content: 

setenv ARC_LIBS "$ARC_LIBS ABCR0" 

 

Do not forget to run source on the file: source arc_start.private 

To change a user scheme: 

1. Go to ./crn/arc4_[n]/arc/proc/ldap  

2. Execute the ‘change_schema.csh’ script       

crn@il-arc01(arc4_2)proc/ldap>csh –f change_schema.csh 

Enter user name: 

Author1USMR0 
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Enter new Schema name: 

ABCR0 

found in ARC_LIBS 

sn=Author 

uid=Author1USMR0 

cn=Author1USMR0 Author ABCR0 

modifying entry uid=Author1USMR0,ou=Administrators, 

ou=TopologyManagement, o=NetscapeRoot 

 

modifying entry uid=Author1USMR0,ou=Administrators, 

ou=TopologyManagement, o=NetscapeRoot 

 

Successfully changed 

5 ARC Users Report 

The list of available ARC users in your ARC installation can be displayed by 

running the ‘report_users.csh’ script from the ./crn/arc3_[n]/arc/proc/ldap 

directory. 

crn@il-arc01(arc4_2)proc/ldap>csh report_users.csh 

6 Change ARC User  

It is not possible to change the ARC user name. The user name is the key (unique 

identifier) of a user. Changing the user name would delete that user name and 

create a new one. This means that any actions performed by the former user name 

such as scheduling reports or creating reports in My Folder would be deleted. 

Before replacing a user name with a new one, you must remember to change the 

schedule of this user to a different existing user and copy the required reports from 

the user’s My Folder to a different place. 

Note that there cannot be more than one user with the same user name and that the 

user name cannot contain the following characters: a space (_), a comma (,), or a 

question mark (?). 

To assign a new ARC user instead of an existing one: 

1. Go to ./crn/arc4_[n]/arc/proc/ldap  

2. Execute the ‘delete_user.csh’ script       

crn@il-arc01(arc4_2)proc/ldap>delete_user.csh 

Delete user 

Enter the user name: 

Author1USMR0 
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deleting entry uid=Author1USMR0, ou=Administrators, 

ou=TopologyManagement, o=NetscapeRoot 

 

3. After deleting the user, Run ARC License file (which was supplied from Ex 

Libris local office). This file should contain the new user. 

4. Go to ./crn/arc4_[n]/arc/proc/ldap 

5. Put the license into a file called ‘license’  

6. Execute the ‘newlicense.csh’ script       

crn@il-arc01(arc4_2)proc/ldap>csh -f newlicense.csh 

Creating user AuthorUSMR0 

7 Add ARC User via ARC License 

When an additional ARC user is purchased, a new ARC license must be supplied.  

The additional ARC User can be created using the script described below. 

To add a user: 

1. Go to ./crn/arc4_[n]/arc/proc/ldap  

2. Put the license into a file called ‘license’  

3. Execute the ‘newlicense.csh’ script       

crn@il-arc01(arc4_2)csh -f newlicense.csh 

Creating user AuthorUSMR0 

 

Please note that before running the script you can imitate the user creation by running: 
csh -f newlicense.csh show   
This way, you will be able to spot a problem before actually running the script. 

A license log file can be found in ./log (cd $LOGDIR) after the actual run. 
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