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3rd Party App Allowed List

* Product: campus

* Operating system: iOS, Android

Both Apple and Google require the submission of a set of allowed list definitions that identify 3rd party apps that campusM

could be linked out to. This is to prevent malicious linking that could be used to compromise the data privacy and security
on the user’s device.

The following identifies the 3rd party apps that are on the allowed list by default for the campusM native apps.

Note

Note that each platform uses different identifiers.

Defaults for the iOS App

App/Platform Allowed List Identifier

Facebook fb

Twitter twitter

Instagram instagram

YouTube vnd.youtube,youtube

Blackboard bbinstructor,bblearn,bbstudent,blackboard

Canvas canvas,canvas-courses

Moodle moodlemobile

Microsoft Outlook ms-outlook
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App/Platform Allowed List Identifier

Microsoft OneDrive ms-onedrive

Microsoft Team msteams

Microsoft Skype for Business utESd]

Zoomus

Maze Maps Mazemap

Google Mail (gMail) googlegmail

Defaults for the Android App

App/Platform Allowed List Identifier

Facebook com.facebook.katana

Twitter com.twitter.android,com

Instagram com.instagram.android

YouTube google.android.youtube

Blackboard com.blackboard.android.bbstudent

com.blackboard.mobileorder

com.blackboard.android.bbinstructor

com.instructure.candroid

com.instructure.teacher
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App/Platform

Moodle

Microsoft Outlook

Microsoft OneDrive

Microsoft Team

Microsoft Skype for Business

Maze Maps

WorkDay

Google Mail (gMail)

Google Calendar

MS Authenticator App

Allowed List Identifier

om.moodle.moodlemobile

com.microsoft.office.outlook

com.microsoft.skydrive

com.microsoft.teams

com.microsoft.office.lync15

com.us.zoom.videomeetings

no.trt.ivecto.androidclient. mazemap

com.workday.workdroidapp

com.google.android.gm

com.google.android.calendar

com.azure.authenticator

com.yahoo.mobile.client.android.flickr

Updating Your Allowed Lists

If you want to be able to link to a 3" party app from your native campusM app that is not listed above, then you will need to
open a support ticket to request the app identifier to be added to the allowed list manifest. This is updated at build time, so

you will need a new build for the allowed list to be active. Until this is updated, the app will not link out to the 3™ party app.
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