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Google Developer Console Account Access

Ex Libris requires access to your Google Developer Console account in order for us to release the campusM apps on your
behalf to the Google Play store.

Create a New Account

Follow the steps on the Google Developer pages to set up a new account: https://support.google.com/googleplay/android-
developer/answer/6112435?hl=en&ref _topic=3450769. Once the account has been created, provide Ex Libris with access
as described below.

Note

You may not need to create a new developer account if your institutions already have an existing official developer
account. If this is the case, you can skip this step.

Create a New Placeholder App
In the Google Play Console, create a new Placeholder App for campusM.

1. Visit hitps://play.google.com/apps/publish and log in to your institution’s account.

2. Select Create app.

campusM
Pinned apps

77 apps

3. Configure the parameters as follows:

o App name: campusM-placeholder
o App or game: App
o Free or paid: Free

o Select all options in the Declarations section.
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Q
Create app
App details
App name campusM-placeholder
W your app wili appear on Google Pia
Default language English (United States) - en-US
ADD Of game You can change this later in Store settings
O Game
Feee or paid You can edit this later on the Paid app page
@
O Pal
you publish your app. Once you've published, you can't
Declarations
Developer Program Policles
US export laws

4. Select Create App.

Grant Ex Libris Access to Your Google Play Developer Console

The campusM team requires sufficient access to your Google Play Developer Console, via which your app can be
managed. Below are the steps required to achieve this:

1. Visit https://play.google.com/apps/publish and log in to your institution’s account.
2. Search for "IAM" and then select the IAM option.

iam & admin ¥ Q Search

Q m & admin

SEARCH RESULTS

1AM
e 1AM & Admin

9 1AM & Admin
Resource access control

3. Leave the Set access expiry date checkbox clear.

4. Under Permissions, select Add app.
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Permissions

Choose the apps and areas of Play Console that this user has access to. Grant permissions f

dividual apps, or use account permissions
nt permissions give additional access

to grant access to all apps in your developer account. Some acco

App permissions Account permissions  Permission groups

App permissions

Grant permissions for 1 of mare apps

nt permissions

5. Choose the campus-placeholder app.

6. Select Apply. The permissions page displays:

Permissions for campush

L]

a

7. Set the permissions according to the image above.
8. Select Apply.
9. Select Invite User.

Access is granted to the Google Play developer console.
For questions about the required permissions, see our related FAQ.

To find out more about the Google Play Console, see the Google Play Console Help.

Google Cloud Project

Sign into the Cloud Console at Cloud Console Sign-In.

If you do not already have a Google Cloud Project, you must create a new project before granting Ex Libris access, as
follows:
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1. Navigate to Select a project in the header of the page, and in the resulting modal, select NEW PROJECT.

Select from no orcanisaTioN ¥

2. Enter a Project name e.g. campusM-InstitutionName and CREATE. Include the institution name or name
abbreviation within the project name.

= Google Cloud Platform Q_  Search products and res

New Project

Project name *
campusM-nstitutionNameHere (7]

Project ID: campusm-institutionnamehere. It cannot be changed later.  EDIT

Organisation *
ombiel.com - @

Select an organisation to attach it to a project. This selection can't be changed later.

Location *
B ombiel.com BROWSE

Parent organisation or folder

CREATE CANCEL

Grant Ex Libris Access to Your Google Cloud Project

The campusM team requires access to your Google Cloud project. To do this, perform the following steps:

1. Visit https://console.developers.google.com/apis/dashboard and log into your institution’s account.

2. Click to expand the menu, and then select IAM & Admin.
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Google APIs ~ mycupev ~

API

=
L]

APl Manager
Billing

Support

@& Admin >

3. Navigate to IAM.

Google APls myCU D

e IAM & Admin

e

N @ &% € &

(s

Identity

Quotas

Service accounts
Labels

Settings

Encryption keys
Identity-Aware Proxy

Roles

4. Select Grant Access.
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8 IAM +2 DD - Rel

Permissions for project

5. In the Add Principals field, enter the campusM email address for your region:

Region | campusM Store Authorized User (Email

APAC ExlibrisMobileAppsAPAC1@exlibrisgroup.com

EMEA ExlibrisMobileAppsEMEA1@exlibrisgroup.com

NA ExlibrisMobileAppsNA1@exlibrisgroup.com

6. Configure the role to be Project > Owner.

Grant access to "campusM Development”

Grant principals access to this resource and add roles to specify what actions the
principals can take. Optionally, add conditions to grant access to principals only when a
specific criteria is met. Learn more about |AM conditions (4

Resource

& campusM Development

Add principals

Principals are users, groups, domains, or service accounts. Learn more about principals
in IAM 4

New principals * - .
ExlibrisMobileAppsNA1 @exlibrisgroup.com € 2]

Assign roles

Roles are composed of sets of permissions and determine what the principal can do
with this resource. Learn more [2

- Role * IAM condition (optional) @
Owner h + ADD IAM CONDITION

Full access to most Google Cloud
resources. See the list of included
permissions

4 ADD ANOTHER ROLE

SAVE CANCEL

7. Select Save.

Find out more about the Google Play Console by following this link: https://support.google.com/googleplay/android-
developer.
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Why Does Ex Libris Require Access to Your Google Cloud Project?

» Google Maps - Our native Android app integrates with the Google Maps API which requires access to Google Cloud.

+ Push natifications - Our native Android app requires access to Google Cloud to enable GCM (Google Cloud
messaging).

Providing Ex Libris with Your Google Developer Service Account

The Service Account is different from your Google Developer Account. It is created via the Google Cloud console, when
logged in to your Google Developer Account.

1. Log in to your Google Cloud Console (https://console.cloud.google.com).

2. Enable the Google Play Android Developer API for the cloud project you've just created.

Google Cloud Qe+ (o

& Product details

W Google Play Android Developer API

Manage your app in the Google Play Store

ks

OVERVIEW SUPPORT

DOCUMENTATION RELATED PRODUCTS

Overview

Additional details

Type: 205 & APIs

You are automatically redirected to the API/Service Details page.

3. Select the Create Credentials button on the far right.

= Google Cloud 2o campushHinsitutionName w | | Search (/) for resources, docs, products, and more Q search | 4 @ ® i o
API APis&Services & &  APl/Service Details ™ DisaBLE API
Enabk
0 o v Ay ey e et
Libary
o Creder B Google Play Android Developer API
OAuth consent it screen o : = DT ;
ge usage aqreems
Type status Documentation Explor support
L N . BLEARN MOREE Oy 7@l
METRICS QUOTAS & SYSTEM LIMITS CREDENTIALS
f‘é‘;‘;’:m . Thour Ghours T2hours 1day 2days Adays Tdays 14days + 30days

4. In the form that appears, under Select an API, select Google Play Android Developer API, and then select

Application data as your data preference.
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Create credentials

@ Credential Type

Which API are you using?

Different AP1s use different auth platforms and some credentials can be restricted
10 only call certain APs.

Select an AP1*
Google Play Android Developer API -

What data will you be accessing? *

Different credentials are required to authorize access depending on the type of

data that you request. Learn more (2

O Userdata @

|© Application data

N

NEXT

© Your Credentials

[ I

5. Select Next. The Create service account form opens.

6. Enter your preferred Display Name for the Service Account and add a brief description.

& Create service account

o

Service account 1D+
campusm X ¢
Email address: campusm@campusminstitutioname-432613 lam gserviceaccount com

n

Service accoun t description
campush

CREATE AND CONTINUE

Grant this service account access to project
(optional)

© Grantusers access to this service account (optional)

7. Select Create and Continue.

8. In the second step, assign a role to your account by clicking on the Select a Role dropdown menu. Add the following
permissions:

o

Firebase Admin

o

API Keys Admin
o Service Usage Admin
o Owner

9. The IAM Condition and third step are not required, so you can skip them by clicking Continue and then Done. This
brings you back to the main screen.

10. In the left panel, select the Credentials menu. You should now see your new Service Account listed, identified by its
unique email address.
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11. Copy the Service Account email for a later step.

12. In the Service Accounts section, select Manage Service Accounts.
RPL APis&Senices &  Credentials
13. When the context menu appears, select Manage Keys.
Service accounts + CREATESERWICEACCOUNT B DELETE  +2 MANAOE AGGESS (O REFRESH Sueann
ice project ‘campus
= P e o "
0 = sty Name £ Desciphen KD Keyaeteacse  Okin2CkD [
o Qs campus campunt oheys

—
e

Disable

14. In the next window, select the Add Key button and choose Create New Key from the context menu.

15. In the popup window, select the recommended JSON key format and then select Create.

Greate private key for “campusM®

sty

16. Download the JSON file and provide it to campusM.

17. Go to the Google Play Console (https://play.google.com/console). On the Users and Permissions page,
select Invite New Users.
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Users and permissions

i —

18. Paste the Service Account email address you copied earlier into the provided space. Leave the Set access expiry
date checkbox unchecked.

Invite user

User details

Email address

19. Under Permissions, select Add app.

Permissions

Apppermissions  Accountpermissions  Permission groups

App permissions

20. Choose the campus-placeholder app.
21. Select Apply. The permissions page displays:
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Permissions for campusM

22. Set the permissions according to the image above.
23. Select Apply.

24. Select Invite User.

Congratulations! You've successfully completed the process. Your Service Account is now active and operational. Don’t
forget to provide campusM with the JSON file you downloaded.

App Store Listing — Containing or Displaying Ads

On the Google Play Store, Android users will sometimes identify that customer's apps have the label "Contains Ads."
campusM never shows advertisements within the product, and have no intention of doing so. However, this is necessitated
by Google"s policy towards third party content and what it defines as an advertisement.

In areas wherein Google lacks formal documentation, conventions are formed around what Google will reject people for.
We have had messages from Google with content that can be summarized as follows:

By January 11, 2016, you must sign in to the Play Developer Console and declare whether your apps contain ads (such as
ads delivered through third party ad networks, display ads, native ads, and/or banner ads). After this date, the ads
declaration will be required to make any updates to your apps. Please note that misrepresenting ad presence violates
Google Play Developer Program Policies and may lead to suspension.

Here are a few examples from Google of when you should answer "yes" to having ads for purposes of the "Ads" label:

» Native ads: My app includes ads natively, indistinguishable from other content (e.g. sponsored articles, ads within a
feed, etc).

* House ads: My app renders a small banner to promote my other apps.
« Banner and interstitial: My app integrates with an Ad SDK to show banners and/or interstitials.

This includes things such as Sports events promotion, promoting other Institutional products or portals, links to third party
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content such as the Olympics, etc. As such, by default, we include "contains ads."

Removing this label risks not only having an app pulled from the store, but having all of the apps on your account pulled
when the account is suspended on Google Play. As such, we strongly recommend that customers not remove this or
request Ex Libris to do so for them.

Billing Requirement for Maps API

Google are rebranding their mapping technologies and adjusting the pricing structure for their use. As a result, campusM
customers will need enable billing with a credit card against their Google Developer account by the 11th June 2018.

Google’s pricing table (https://cloud.google.com/maps-platform/pricing/sheet/) makes it clear that campusM customers will
not be charged for the mobile maps that are used as part of our native apps. So there is no expectation that you will be
required to pay anything additional to Google for campusM as a result of their new pricing structure. However, they are
explicit about the need for billing against the developer account to keep it in good standing and enable the app to be
available and up-gradable through the Play Store.

Google have provided a transition tool that will guide you through adding the required billing details to your
account: https://mapsplatformtransition.withgoogle.com/

You will need your developer account login details and a payment method.
Note that all of the campusM mobile apps have a Google Maps Platform API key.

To find out more about the changes Google are making to their mapping platform please visit: https://cloud.google.com/
maps-platform/user-quide/.
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