ExLibnis.

Part of Clarivate

Managing Users

Ex Libris works with you during installation to set up your initial users - including at least one administrator - and user
groups.

For more information about users and end-users, see Users.

For information about notification groups, see Working with the Notification Center.

Managing Users

You manage users on the Select a User to Change page (Users/Permissions > User). This page presents a list of users.
For information about working with lists, see Working with Lists.

When adding a user, you must enter a unique Username and a Password.

Add user

First, enter a username and password. Then, you'll be able to edit more user options.
Username: * | B]
Password: * ®
Pas again ®

| Save | | Save and add ancther | ‘ Save and continue editing

Add user Page

Edit a user on the Change user page.
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'~ App Manager Users/Permissions Users cne_account_manager

Change user
cne_account_manager 1]

shal$f58555791fce301b167¢

Personal info

Authority

rganisation myCuDev 4

Permissions

Al permissions

Available user permissions Chosen user permissions
ik (5

Q lctyurchcesans ik

'AEK menu option : Can add AEK menu options
( |AEK menu option - Can change AEK menu options
7= |AEK menu option - Can delete AEK menu options
= AEK menu option : Can publish AEK menu options

AEK screen - Can add AEK screens

AEK screen : Can change AEK screens

AEK screen  Can delete AEK screens

/Android branding : Can change Android branding

RSS category : Can add RSS categories

RSS category : Can change RSS categories

RSS category : Can delete RSS categories

RSS feed - Can add RSS feeds

RSS feed - Can change RSS feeds

Restrictions

Groups

Available groups Chosen groups

Q . ]

AEK Super User
Customer Super User [>]

© Choose all © Cleara

Change User Page

Configure the following for each user.

Change User Page Fields

Description VS
Username A unique ID for the user. 30 alphanumeric characters or fewer. Must be unique.
Password Select change password form to change the password.
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Field

Description

Change password: cne_account_manager

Enter a new password for the user cne_account_manager

Password: = ||

Password (again): *

‘ Change password |

Change Password Page

Values

Personal Info

First Name

Last Name

E-mail
address

Authority

Organisation

The user's organization, if any. You can sort users by
organization on the Select a User to Change page.
Organizations have no other effect in the UI.

Note

» Organizations are configured together with Ex Libris
during installation.

» The organization field on this page has no relation to
the organization field available when configuring
manually added end-user accounts (see Managing
Manually Added End-User Accounts).

Permissions

Whether the user is enabled. You may want to disable users

Active Select to enable the user.

rather than delete them.

The permissions the user has to perform actions in the A

permissi Y P I ! i Select All permissions to enable the user to perform any
All Manager. . i o
action, subject to any restrictions (see below).

permissions .. .

If you clear All permissions, you can select permissions one L. . .
/ User . . . Clear All permissions to select permissions manually in

. by one (see the on-screen text for instruction). For the list of ..

permission User permissions.

permissions, see User Permissions.
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Field

Description

Alternately, enable permissions for the user by associating
the user with one or more user groups (see below). The user
is enabled with any permissions selected here OR within any
user group associated to the user.

Values

Restrictions

Leave the checkbox cleared to enable the user to manage
all profiles.

Restrict The profiles that the user is permitted to manage. By default, . ) .
! prof usert . permi . 9 . y ” Select the checkbox to enable the All Profiles field with a
Profiles / All a user can manage all profiles. For more information about B . )
. . ) ) link indicating the profile or number of profiles selected.
Profiles profiles, see Managing Profiles. . . .
Select the link to select profiles from a list (select away from
the list to save your changes).
Leave the checkbox cleared to enable the user to manage
) The static content services that the user is permitted to all c\(l)ntent X Y 9
Restrict manage in the content menu. By default, a user can manage :
Content
all content. Select the checkbox to enable the Content Access field
Access / . S
. . ) with a link indicating the number of content elements
Content For more information about the content menu, see \Working . .
) . selected. Select the link to select content from a list (select
Access with Static Content and the Content Menu. .
away from the list to save your changes).
Leave the checkbox cleared to enable the user to manage
Restrict The RSS categories that the user is permitted to manage. By y ) X ! g
. all RSS categories.
RSS default, a user can manage all RSS categories.

Categories /
RSS
Categories

For more information about RSS categories, see Configuring
Default RSS Feeds.

Select the checkbox to enable the RSS Categories field
where you can select RSS categories one by one (see the
on-screen text for instruction).

Restrict alert

The alert/notification groups that the user is permitted to
manage. By default, a user can manage all alert groups.

Leave the checkbox cleared to enable the user to manage
all alert groups.

groups / . . o Select the checkbox to enable the Alert groups field where
For more information about alert groups, see Configuring

Alert groups Alert Groups you can select alert groups one by one (see the on-screen
FIer.oroups. text for instruction).

Groups
User groups selected for the user. You can assign user
groups to the user as a quick way of enabling a list of
permissions for the user, instead of having to enable them

Groups one by one in User Permissions. Select user groups one by one (see the on-screen text for

For more information about user groups, see Managing User
Groups.

instruction).

Managing User Groups

User groups are predefined lists of permissions that can be assigned to users, instead of having to enable them one by one
(see Managing Users).
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campusM includes out-of-the-box user groups, which cannot be viewed, edited, or deleted:

» AEK Super User - Access to AEK components, including supporting documentation. See Working with the Application
Extension Kit.

» Customer Super User - Access to all components (all permissions).

You manage your own user groups on the Select group to change pages (Users/Permissions > Groups). This page
presents the list of user groups that you have created. For information about working with lists, see Working with Lists.

When adding or editing a user group, you must enter a unique name for the group. You can optionally select an
organization to which this group is associated (see the notes about this field in Managing Users). Select permissions one by
one for the group (see the on-screen text for instruction). For the list of permissions, see User Permissions.

Add group
janisation v
miss
Available permissions Chosen permissions
a Setect your choice(s) and cick (5
AEK menu coption : Can add AEK menu options
AEK menu cption : Can change AEK menu options (=]
AEK menu aption : Can delste AEK menu options o
AEK menu aption - Can publish AEK menu options
AEK screen : Can add AEK screens
AEK screen : Can change AEK screens
AEK screen : Can delete AEK screens
Android branding - Can change Andreid branding
RSS category - Can add RSS categories
RSS category : Can change RSS categories
RSS category : Can delete RSS categories
RSS feed - Can add RSS feeds
RSS feed : Can change RSS feeds -
O choose ail © Clearall
(e | i d anater | | wtinue editing

Add Group Page

User Permissions

The following permissions can be granted to/removed from a user, either one-by-one (see Managing Users) or as a group
(see Managing User Groups).

+ AEK menu option (add, change, delete) - See Creating Services.

* AEK menu option (publish) - See Publishing the App.

* AEK screen (add, change, delete) - See Working with the Application Extension Kit.

+ Android branding (change) - Not in use

* RSS category (add, change, delete) - See Configuring Default RSS Feeds.
+ RSS feed (add, change, delete) - See Configuring Default RSS Feeds.

+ Alert group (add, change, delete) - See Configuring Notification Groups.

« Alert group category (add, change, delete) - See Configuring Notification Group Categories.

+ Alert group subscriptions (change) - See Managing End-Users in Notification Groups.

» Android intro branding (change) - Not in use

+ App data (homepage) (change) - Not in use
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App device icons (change) - See Configuring App Name and Icons.

Add directory record (add, change, delete) - See Managing Manually Added End-User Accounts.

App profile (add, change) - See Managing Profiles.

App profile (publish) - See Publishing the App.

App registration authentication (change) - Not in use

App role (add, change, delete) - See Managing App Roles.

Application server (add, change, delete) - See Changing App Manager Installation Settings

Authentication access (add, change, delete) - See Changing App Manager Installation Settings

Campus map (add, change, delete) - See Adding Maps.
Campus map (publish) - See Publishing the App.

Contact email addresses (change) - See Configuring Email Addresses to Receive Feedback.

Content item (manage about menu) - See Working with Static Content and the Content Menu.

Content item (manage iPad home) - See Working with Static Content and the Content Menu.

Content item (manage content templates in Creative Studio) - See Page Menu and Creating a Page from a Template.

Content item (manage) - See Working with Static Content and the Content Menu.

Content item (publish) - See Publishing the App.

Customer role (add, change, delete) - See Configuring Customer Roles.

Email settings (change) - See Configuring Email Sharing.

Email template (add, change, delete) - See Configuring App Emails.

Facebook settings (change) - See Configuring Facebook Sharing.

Feedback (view) - See Viewing Feedback.

Feedback (publish) - See Publishing the App.

General permissions (use App Builder) - See Creating Services and Configuring Services.

General permissions (see AEK documentation) - See Working with the Application Extension Kit.

General permissions (view device report) - Not in use

General settings (access Analytics) - Enables access to Analytics; see Viewing App Usage Statistics.

General permissions (view device report) - Not in use

General settings (change)- See Configuring App Basics.

Home page banner (add, change, delete) - See Configuring Default Banner Service Images.

Home page banner (publish) - See Publishing the App.

Home page feed (add, change, delete) - Not in use.
Home page header settings (change) - Not in use
iPad branding (change) - Not in use

iPhone / Android branding (change) - Not in use

Idea (view) - See Viewing Feedback.

Location category (add, change, delete) - See Adding Map Location Categories.

Location category (publish) - See Publishing the App.

Menu option (add, change, delete) - See Working with Static Content and the Content Menu.
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* Menu option (publish) - See Publishing the App.

+ Notifications (send group) - See Sending Notifications to End-Users.

* Notifications (send individual) - See Sending Notifications to End-Users.

+ Organisation (view Reports) - Not in use
+ Person (view registered user) - Not in use

» Person roles (change) - See Enabling/Disabling App Roles for End-Users.

» Position (add, change, delete) - See Adding Map Locations.

+ Position action (add, change, delete) - See Adding Actions at Map Locations.

* Problem (view) - See Viewing Feedback.

* Problem app category (add, change, delete) - See Configuring Problem Feedback Categories.

» Problem page category (add, change, delete) - See Configuring Problem Feedback Categories.

» Profile data (homepage) (change) - Not in use
+ Profile group (add, change, delete) - Not in use

+ Profile registration authentication (change) - See Configuring End-User Authentication Types.

+ Profile settings (change) - Not in use

+ Registered user (view) - Enables downloading a CSV file of end-user registrations in Insight Analytics; see Viewing
App Usage Statistics.

+ Resource (add, change, delete, publish) - Not in use.
* Role (change web branding) - Not in use

« Standard RSS groups (change) - Not in use

+ Standard alert groups (change) - See Configuring Notification Groups.
+ Tile data (menu option) (change) - Not in use

+ Twitter settings (change) - See Configuring Twitter Sharing.

» User (add, change, delete) - See Managing Users.
» User authenticated RSS feed (add, change, delete) - Not in use
+ Valid email (add, change, delete) - Not in use

+ Web app branding (change) - Not in use

+ Web service endpoint (add, change, delete, publish) - See Configuring Web Service Endpoints.

Managing End-Users

There is no single point for managing all end-users in the App Manager since the App Manager provides multiple types of
authentication, including types where end-user accounts are managed by an external system.

Certain end-user management features are available, however, including:

» Configuring end-user authentication types - You select the authentication type for a profile group. All end-users logging
in to that profile group are authenticated using the selected type.

« Managing manually added end-user accounts - For authentication type App Manager Directory, end-users are
manually managed in the App Manager.
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» Configuring customer roles - Customer roles are used to assign app roles to end-users when they first register to the
app (see Configuring Customer Roles).

« Enabling/disabling app roles for end-users - You can enable or disable app roles for all registered end-users.

« Also see Managing End-Users in Notification Groups.

For more information, see Managing End Users. (3 min)

Registered Users

View, search, and filter by date range for groups or specific app users to view the date and time they registered in the app.
The interface also enables you to download a CSV file with the data for external use.

App Mana

s Date Last Used s
20230102 124539

Date Range: 2020+
First Name s Last Name s Email Address s
Jan Danel 20

Recves

Gordon

Note

Null values appear for users whose Date Last Used was prior to September 2022

Force Logout

Force a user or group of users to log out and reauthenticate. You can apply this feature to all users, users with specific
roles, or specific user email addresses. This action is available to App Manager users with the "All Permissions" checkbox

checked under App Settings > Force Logout.

Note

When selecting Email Addresses, separate multiple email addresses with commas.

v App Manager App Settings Force Logout

@ All
(O Roles

() Email Addresses

| Save |

Configuring End-User Authentication Types

Each profile group can use a different authentication method to authenticate end-users. Before assigning an authentication
method to a profile group, you must first configure the methods. Ex Libris works to help you configure these methods during
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installation.

You configure authentication for a profile group by selecting it from the list in the Select profile registration authentication to
change page (App Settings > App Settings > Profile Registration Authentication). When you select a profile group, the
Change profile registration authentication page opens the group's authentication settings, as follows:

+ Sort order - The order in which this profile group appears in the drop-down list of profile groups presented to the end-
user when they first open the app.

+ Authentication type - Select the authentication type:

o

o

Standard Authentication - Enable end-users to register an account when they first use the app. The end-user is
presented with the Terms of Service and a registration screen, where they enter a username and password.
Complexity requirements for the password can be specified in the configuration of the settings of this type of
authentication; see Configuring Password Requirements for Standard Authentication, below. Users registering
with this method are assigned the default app role.

Authentication against LDAP - Enable students to log in using their institution's credentials. When selected, you
must also configure the Auth app server, LDAP service access, and LDAP auth endpoint, and configure a
failure message (text only). Customer roles, configured by the institution together with Ex Libris, map the correct
app roles to users who register using this method.

Authentication against App Manager Directory - Enable only end-users for which you have manually added

accounts in the App Manager (see Managing Manually Added End-User Accounts, below). When selected, you
must also configure a failure message (text only) and select whether or not a password is required. All manually
added users are assigned the default app role, DEPRECATED.

No Authentication - Use for guest users, to provide authentication-free access to general campus services.
Guest users are assigned the default app role.

Anonymous with registration - Combines no authentication with standard authentication: end-users can register
by entering their name and email address, they have authentication access. Users are assigned the default guest
role.

SSO Authentication - Single sign-on using the institution's authentication system (similar to LDAP). When
selected, you must also configure the Auth app server, LDAP service access, LDAP auth endpoint, SSO
Directory, and SSO Auth Endpoint, and configure a failure message (text only). Customer roles, configured by
the institution together with Ex Libris, map the correct app roles to users who register using this method.

Authentication against Address - Not in use.

+ Additional settings, as appropriate for the selected Authentication type. Contact Ex Libris customer support for help in
configuring any additional required fields. Ex Libris helps you configure the initial values for these fields during
installation.

Configuring Password Requirements for Standard Authentication

If the selected Authentication type of a profile group is Standard Authentication, you can specify requirements that must
be met by the password the end-user chooses. If the password does not meet the specified requirements, the password is
not registered and an error message is displayed to the end-user.
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& Please complete your details b
First Name
Last Name
Email

Password

The password should contain at least 4 characters, uppercase
and lowercase letters and digits.

Dialog Box in which the End-User Defines Their Login Details

& Please complete your details X

Your password must meet the complexity requirements set by your
administrator.

First Name afg
Last Name | fggf
Email | gffgf2@gmail.com

Password

The password should contain at least 4 characters, uppercase
and lowercase letters and digits.

Error Message Displayed when the Password Does Not Meet the Requirements

To configure password requirements for a profile group:

1. Select Enable password complexity. The fields in which you configure the requirements are added to the page.
2. Fillin the fields to define the requirements:
o Password length — The minimum number of characters that must be included in the password.

)

Require uppercase and lowercase — Select this to require at least one uppercase letter and one lowercase
letter in the password.

> Require special character — Select this to require at least one special character in the password.
> Require digits — Select this to require at least one numeral in the password.

3. Under Custom Password Guidelines, enter the text to display below the fields in the dialog box.
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App Manager App Setting i Default Egoevare (D

Change profile registration authentication

Sort order. 2

Authentication type: * Standard Authentication (GROUP) v

4. Select Save or Save and continue editing.

Managing Manually Added End-User Accounts

You can manually add end-users for profiles using the Authentication against App Manager Directory authentication
type on the Select app directory record to change page (App Settings > App Directory > App Directory). This page

presents the list of end-users that can register with the app using this authentication type. For information about working
with lists, see Working with Lists. You can filter the list by searching the list or by selecting one of the filters on the right.

All manually added users are assigned the default app role.

For each user, enter or configure the following information:
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Add app directory record

Login / Register v

Add App Directory Record Page

 Profile - The profile to which to associate this end-user.
» First name

+ Last name

» Email address

« Organisation - Enter an organization name, in free text. The organization is useful for auditing purposes and can be
used also to filter end-users in the list on the Select app directory record to change page. It has no other functional
effect in the app or the App Manager.

Note

The organization field on this page has no relation to the organization field available when managing users (see
Managing Users).

The next four fields are optional and are used for auditing purposes only.

« Job title
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* Department
+ Address
» Country

+ Opt-in - If enabled, the end-user is visible when searching a directory of end-users (a service provided by campusM
during installation). If disabled, the end-user is not visible.

Enabling/Disabling App Roles for End-Users

You can enable or disable one or more app roles for a specific end-user on the Select user roles to change page (App
Settings > User Management > User Roles). This page presents the list of end-users that have registered with the app.
For information about working with lists, see Working with Lists.

Each record presents the list of app roles associated with the end-user. Select or clear a role to enable or disable it.
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