
Security Advisory- Meltdown and Spectre Vulnerabilities – Updated
January 7, 2018

Subject: Meltdown and Spectre vulnerabilities – Updated January 7, 2018

Overview

Ex Libris is aware of the recently reported security vulnerabilities known as 'Meltdown' and 'Spectre' that affect computer
processors (CPUs). These are vulnerabilities at the architecture level and affect any computer or device, whether running
Windows, OS X, Android, iOS or other operating systems. These vulnerabilities can allow a rogue process to access other
processes and memory running on the same device. Ex Libris will continue to monitor the issue and provide updates as
appropriate.

Meltdown affects Intel processors.

Spectre affects Intel, AMD, and ARM processors.

Effective Security Severity Level:

High

Affected Systems:

All servers.

Actions Taken for Cloud/Hosted Systems:

• Our Security team is monitoring the information that is released around the affected hardware, and we have evaluated
Ex Libirs’ cloud exposure.

• Our security team applied security reinforcement and protection measures according to our security best practices, in
order to help mitigate these vulnerabilities. We have updated our security infrastructure, such as firewalls and intrusion
detection and protection tools, with the most updated signatures (CVE 2017-5715, CVE 2017-5753, CVE 2017-5754)
that allow us to identify and block these vulnerabilities.

• Since there are industry reports indicating a potential performance impact associated with some of the hotfixes and
patches, our Cloud Operations team is testing and certifying the applicable hotfixes and patches before they are
deployed to our cloud infrastructure. We are making this testing and deployment activity a major priority.

• Ex Libris customers are protected through the combination of the above-mentioned updated security signatures as well
as the overall security mechanisms already in use in our cloud infrastructure, including network segregation and
intrusion detection and prevention, as well as proactive security monitoring.

• Ex Libris will continue to monitor the issue and provide updates as appropriate.
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Required Actions for On-Premises and Local Systems:

Ex Libris recommends following your vendor’s instructions. Refer to your OS vendors for the most recent information. The
table provided below lists available patches, but check with your vendors for any updates. Because the vulnerability exists
in CPU architecture rather than in software, patching may not fully address these vulnerabilities in all cases.
After patching, performance maybe reduced by up to 30 percent. Administrators should monitor applications and services,
and work with their vendor(s) to mitigate the effect if possible.

Further Information:

Link to Vendor Patch Information Date Added

Amazon January 4, 2018

AMD January 4, 2018

Android January 4, 2018

ARM January 4, 2018

CentOS January 4, 2018

Chromium January 4, 2018

Citrix January 4, 2018

F5 January 4, 2018

Google January 4, 2018

Huawei January 4, 2018

IBM January 4, 2018

Intel January 4, 2018
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https://urldefense.proofpoint.com/v2/url?u=https-3A__www.amd.com_en_corporate_speculative-2Dexecution&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=NKI-y46KnE_WwW4DHCGJKJBdQne7MxF0XQjtxMV6GkA&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.amd.com_en_corporate_speculative-2Dexecution&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=NKI-y46KnE_WwW4DHCGJKJBdQne7MxF0XQjtxMV6GkA&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__source.android.com_security_bulletin_2018-2D01-2D01&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=DZt5wXJR0GJdctDyX0gZPhvsjZBEpqL8hTS1VQa1AtM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__source.android.com_security_bulletin_2018-2D01-2D01&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=DZt5wXJR0GJdctDyX0gZPhvsjZBEpqL8hTS1VQa1AtM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__developer.arm.com_support_security-2Dupdate&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=qUfrjg0dWA2BIeIh8j-o0VoyjbBHQUhTNGI-jpi4y4M&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__developer.arm.com_support_security-2Dupdate&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=qUfrjg0dWA2BIeIh8j-o0VoyjbBHQUhTNGI-jpi4y4M&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__lists.centos.org_pipermail_centos-2Dannounce_2018-2DJanuary_date.html&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=7m_Rc5mmXILnQ6nowgozY2KoNnWtFaSnmO5yfbm40so&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__lists.centos.org_pipermail_centos-2Dannounce_2018-2DJanuary_date.html&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=7m_Rc5mmXILnQ6nowgozY2KoNnWtFaSnmO5yfbm40so&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.chromium.org_Home_chromium-2Dsecurity_ssca&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=9rneyNXdw6k-ovFeXurVpj_OsNToGVryMMgURL8lqog&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.chromium.org_Home_chromium-2Dsecurity_ssca&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=9rneyNXdw6k-ovFeXurVpj_OsNToGVryMMgURL8lqog&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__support.citrix.com_article_CTX231399&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=F2JWYiIK3YCP73ZL8xtmAI2bJ13fcPhBkoLy4kzdch4&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__support.citrix.com_article_CTX231399&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=F2JWYiIK3YCP73ZL8xtmAI2bJ13fcPhBkoLy4kzdch4&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__support.f5.com_csp_article_K91229003&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=cGW3Ne4NN-lbZrGb2qL9pxIPxXISWe7OM5t7sIuY128&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__support.f5.com_csp_article_K91229003&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=cGW3Ne4NN-lbZrGb2qL9pxIPxXISWe7OM5t7sIuY128&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__security.googleblog.com_2018_01_todays-2Dcpu-2Dvulnerability-2Dwhat-2Dyou-2Dneed.html&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=r1WEqsiowDqIMKKDdH-uRxD9PhM_5dKWNVNB64yzRLQ&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__security.googleblog.com_2018_01_todays-2Dcpu-2Dvulnerability-2Dwhat-2Dyou-2Dneed.html&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=r1WEqsiowDqIMKKDdH-uRxD9PhM_5dKWNVNB64yzRLQ&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.huawei.com_en_psirt_security-2Dnotices_huawei-2Dsn-2D20180104-2D01-2Dintel-2Den&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=UJPKgA0DQBbnZyz8DOYXWOH4MBNVkf1U5rPCx59m4bo&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__www.huawei.com_en_psirt_security-2Dnotices_huawei-2Dsn-2D20180104-2D01-2Dintel-2Den&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=UJPKgA0DQBbnZyz8DOYXWOH4MBNVkf1U5rPCx59m4bo&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__exchange.xforce.ibmcloud.com_collection_Central-2DProcessor-2DUnit-2DCPU-2DArchitectural-2DDesign-2DFlaws-2Dc422fb7c4f08a679812cf1190db15441&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=TK9YuxxV0nGpa1ieog12tELo-7kZ3NqIeIpSnYzGBaQ&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__exchange.xforce.ibmcloud.com_collection_Central-2DProcessor-2DUnit-2DCPU-2DArchitectural-2DDesign-2DFlaws-2Dc422fb7c4f08a679812cf1190db15441&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=TK9YuxxV0nGpa1ieog12tELo-7kZ3NqIeIpSnYzGBaQ&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__security-2Dcenter.intel.com_advisory.aspx-3Fintelid-3DINTEL-2DSA-2D00088-26languageid-3Den-2Dfr&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=8AYtR4p8159b9m_IOkKdctcGLlyBEywJGwF9vy3m5-8&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__security-2Dcenter.intel.com_advisory.aspx-3Fintelid-3DINTEL-2DSA-2D00088-26languageid-3Den-2Dfr&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=8AYtR4p8159b9m_IOkKdctcGLlyBEywJGwF9vy3m5-8&e=


Link to Vendor Patch Information Date Added

Lenovo January 4, 2018

Linux January 4, 2018

Microsoft Azure January 4, 2018

Microsoft Windows January 4, 2018

NVIDIA January 4, 2018

OpenSuSE January 4, 2018

Red Hat January 4, 2018

SuSE January 4, 2018

Trend Micro January 4, 2018

VMware January 4, 2018

Xen January 4, 2018
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https://urldefense.proofpoint.com/v2/url?u=https-3A__support.lenovo.com_us_en_solutions_len-2D18282&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=wY3m46ASzdihxn5rCKO3pVBjXDRRSzEyKIEPff-qjOM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__support.lenovo.com_us_en_solutions_len-2D18282&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=wY3m46ASzdihxn5rCKO3pVBjXDRRSzEyKIEPff-qjOM&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__lkml.org_lkml_2017_12_4_709&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=LGLMJihngM40ABXCjblmWBesHnSxW3xhFQWhLzNk0bE&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__lkml.org_lkml_2017_12_4_709&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=LGLMJihngM40ABXCjblmWBesHnSxW3xhFQWhLzNk0bE&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__azure.microsoft.com_en-2Dus_blog_securing-2Dazure-2Dcustomers-2Dfrom-2Dcpu-2Dvulnerability_&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=icjUO1kJivgSLXBC4_kYOr_Vdcpv6HD5Xg_tlTqjE3c&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__azure.microsoft.com_en-2Dus_blog_securing-2Dazure-2Dcustomers-2Dfrom-2Dcpu-2Dvulnerability_&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=icjUO1kJivgSLXBC4_kYOr_Vdcpv6HD5Xg_tlTqjE3c&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__portal.msrc.microsoft.com_en-2DUS_security-2Dguidance_advisory_ADV180002&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=P2jNOOXui9DXndmaPHtVjApvPBdTfJiutzPo3t7b2fA&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__portal.msrc.microsoft.com_en-2DUS_security-2Dguidance_advisory_ADV180002&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=P2jNOOXui9DXndmaPHtVjApvPBdTfJiutzPo3t7b2fA&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__nvidia.custhelp.com_app_answers_detail_a-5Fid_4609&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=hinWmUGnbW0OJziShDAwW1xQEbijfeFXNFWjnZCbCKo&e=
https://urldefense.proofpoint.com/v2/url?u=http-3A__nvidia.custhelp.com_app_answers_detail_a-5Fid_4609&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=hinWmUGnbW0OJziShDAwW1xQEbijfeFXNFWjnZCbCKo&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__lists.opensuse.org_opensuse-2Dsecurity-2Dannounce_2018-2D01_msg00001.html&d=DwMFAg&c=WMhnfwkfN4LR6wX29ZSgFCZf_hw4vy5MAv7iZJNaAD4&r=vOTdp8z3mJN6AJ3oWNRZsbSTTRm4A8Y-3CD8aWRV544&m=FTVVgv7ZzIHHZN5yhI4KNXw2XrpIBFCLBWvNdnaQmeI&s=oT-rSrn8XBY2ZvFjYCyYlcfIQd4eOBvhkejY8sGe_uw&e=
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