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What is MFT?

Ex Libris MFT (Managed File Transfer) provides secure and reliable file transfer infrastructure to support the different Ex
Libris products.

Accessing Ex Libris MFT

Depending on the use case, you can use either HTTPS or SFTP to access Ex Libris MFT services. HTTP, FTP, and FTPS
are not supported.

Ex-Libris has hardened the MFT security policy and removed the support of CBC (Cipher block chaining) encryption cipher
family.

MFT was designed to support multiple use cases, access is different for each use case. You should be provided with the
required access details by the Ex Libris team who handles your case/request.

Before you begin, make sure that your network can reach the following IPs on the required ports:

Region | IPs Ports

216.147.208.23

NA 216.147.212.33

216.147.212.35

216.147.214.21

EU HTTPS (443)
216.147.218.23

SFTP (10022)

216.147.220.23

APAC
216.147.221.10
CA 216.147.222.23
CN 124.251.9.9
Note

Please avoid using spaces in folder and file names. Please use underscores instead of spaces.
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https://knowledge.exlibrisgroup.com/
https://knowledge.exlibrisgroup.com/

You should receive an email with the required access details from Ex Libris staff.

1.

Click the URL provided in the email body, your default web browser will launch and you’ll be prompted for OTP (One-
Time Password):

Enter your OTP here

A second email, containing the OTP token, should be sent to your email address. Enter the token in the OTP prompt
to complete the authentication and access the file.

The link provided in the email will be available until the expiration date is reached, during this period you can access
the file any time by repeating the above steps.

1.

Connect with any SFTP client using the following parameters provided in the email you received:

o

Hostname = <HOSTNAME>

Port number = 10022

Username = <USERNAME>

Password = <PASSWORD>
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By Login — X
d’ New Site Session
[T My wWorkspace File protocol:
10990
= SFTP v
Host name: Port number:
|supportﬁleseu.hosted.exlibrisgroup.com ‘ | 10022 = |
User name: Password:
[saxsporE | [seenesend |
Save hd Advanced... |v
Tools - Manage - Login |v Close Help

2. The initial authentication will fail and a secondary email containing the token is sent to your address.

Server prompt: password - pSCl@supportfiles-eu.hosted.exlib... X

. Searching for host...
IjIEF Connecting to host...
Authenticating...
Using username "p5CI".

Authenticating with pre-entered password.

Access denied.

IUsing keyboard-interactive authentication.
Enter password for pSCl

Password:

3. Copy and paste the token in the password prompt to complete the authentication.
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Server prompt: password - pSCl@supportfiles-euhosted.exlib.., %

. Searching for host...
lerF Connecting to host...
Authenticating...
Using username "p5Cl",

Authenticating with pre-entered password.

Access denied.

Using keyboard-interactive authentication.
Enter password for pSCl

Password:

Using the FileZilla Client

1.

2.

Click File > Site Manager.
Enter the following parameters provided in the email that you received:
o Hostname = <HOSTNAME>
o Port number = 10022
o Protocol = SFTP
o Logon Type = Interactive

o Username = <USERNAME>

Site Manager X
Select Entry:
General Advanced Transfer Settings Charset
Ly My Sites _
el New site Host: noshed.exlibrisgroup.cor| Port: | 10022 |
Protocol: SFTP - 55H File Transfer Protocol ~
Logon Type: | Interactive e
User: QvnkcoOB
Password:
Account:
Comments:
New Site MNew Folder
New Bookmark Rename
Delete Duplicate

Ex Libris, Part of Clarivate



3. Click Connect. The initial authentication will fail and you will receive a secondary email that contains a new token.

4. Enter the token in the password prompt to complete authentication and to access the file.

Connect with the SFTP Client from Bash Shell

1. Runthe sFTP command with the following syntax (use the username, password and host values provided in the
access details email):

sftp -oPort=10022 <USERNAME>@<HOST>
Example:
sftp -oPort=10022 86emWaRH@migration-dc03.hosted.exlibrisgroup.com

2. The initial authentication will fail and a secondary email containing token will be sent to your address. In the second
password prompt, enter the token sent to your email.

Username @ Hostname

x1ibrisgroup. com

p. com. .
First password prompt

Second password prompt

Access MFT with User Name and RSA Key

For some of the use cases, MFT supports access with a user name and key only. In such cases, the process involves the
following steps:

1. Download your private key — This is a one-time step. You are sent an email with details on how to retrieve the key file.
The email includes a link to the MFT web page with two-factor authentication. Once logged in, you should be able to
download your private key file.

2. Log on to MFT using the username provided in the email and the private key downloaded in the previous step. Note
that you must use SFTP since a Web browser (HTTPS) is not supported.

Converting the Key to a PPK File

Some SFTP clients require the use of a .ppk key format when connecting with the key.

Perform the following steps to convert the key to the .ppk format:
1. If you have not already done so, download and install Putty key generator.
2. Run Putty key generator, click Conversions on the top menu, and then select Import key.
3. Select the key downloaded in the previous step.

4. If you want to protect the key with passphrase, provide it in the Key passphrase field.
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5. Click Save private key to save the .ppk file. You will need this file for SFTP clients that require a .ppk file.

Using the WIinSCP Client

1. Open WinSCP and then select New Site in the left pane of the Login dialog box.
By Lagin X
MNew Site Session
File protocol:
SFTP ~
Host name: Port number:
| [ =8
User name: Password:
Save A Advanced... ‘V
< >
Tools A Manage - Login Close Help
Show Login dialog on startup and when the last session is dosed

2. Enter the following fields. You can find this information in the email that you received.
o Hostname = <HOSTNAME>

o Port number = 10022

o Username = <USERNAME>

3. Select Advanced > SSH > Authentication to configure the authentication options in the Advanced Site Settings

dialog box.
Advanced Site Settings ? X

Environment [C]Bypass authentication entirely

i Directories o i

- Recyde bin Authentication options

- Encryption Attempt authentication using Pageant

B :h'_—r:? Attempt 'keyboard-interactive’ authentication

i She
Connection Respond with a password to the first prompt

Praxy Attempt TIS or CryptoCard authentication (SSH-1)

o Tunnel

- H Authentication parameters

i Key exchange i

. Authentication [ Allow agent forwarding
.. Bugs Private key file:

Mote
° | L]
Display Public Key Tools -
GS5APT
Attempt GSSAPI authentication
[ Allow GSSAFT credential delegation
Color hd Cancel Help

4. In the Private key file field, select the ellipsis icon to browse for the .ppk file that you created previously,

5. Select OK to save your advanced settings and to return to the Login dialog box.
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6. Select Login to connect to MFT.

Using the FileZilla Client
1. On the top menu, select File > Site Manager.

2. Select New site and provide a name.

[ErT— "
Select entenye Gereesl  Agvgnced Tande Settngn  Charset
by Sines -
F T.—lr |:> Protocek | SFTP - $14 File Transter Protocel
E> ek migraton: dell bested e e mgroop com Pon: | 10022
T togeTipe [Eeyiie
$ Upar: il
E> Ky £ [—
ackground colon Neae
Cemments
[> Mew pte e cader
Frw Bockmark: Renarne
Duiete Dughcne

3. Enter the following details:

o Protocol = SFTP

o

HOST = hostname provided in the email.

o Port=10022

o Logon Type = key file

o User = Username provided in the email.

o Key file = Browse for the .ppk file that you created previously.

4. Select Connect.

Connect with the SFTP Client from Bash Shell

1. Save the key to the server that you are using to connect to MFT.
2. Runthe SFTP command with the following syntax:

sftp -o Port=10022 -o IdentityFile=<Private Key Path> -o User=<User Name>
<MFT_Server>

« Article last edited: 13-Dec-2022
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