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System requirements for TLS 1.2 for Windows users

Refer to the flowchart or table below for details on checking if your system supports TLS 1.2.

Note

Make sure you meet requirements A and B.

System requirements for Mac users: refer here.

The numbers in the flowchart refer to the numbers in the table below it and provide additional details.

e Flowchart
- Table
e Older versions

o Enable TLS manually

For any questions please refer to your RefWorks administrator or to Ref\Works Support.
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https://knowledge.exlibrisgroup.com/
https://knowledge.exlibrisgroup.com/
https://knowledge.exlibrisgroup.com/RefWorks/Knowledge_Articles/TLS_Mac

How to check if Windows supports TLS 1.2: Flowchart

Which Java / OpenJDK
version do you have?

Java / OpenJDK 7
(also called 1.7) and earlier

Upgrade your e e
Java / OpenJDK version

Java / OpenJDK 8
(also called 1.8) and later

Which Windows
wversion do you have?

Windows 7 or 8 Windows 8.1 or 10

v

o
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~
- Which Intemet Explorer (IE)\/

version do you have?

\\6/9//

Earlier than IE 8

v

Upgrade your e
Intemet Explorer version

IE8, 9,10

You need to manually
enable TLS 1.2

‘ You are all set ) ‘ ‘ You are all set :-) ‘

How to check if Windows supports TLS 1.2: Table

Requirement Additional Information

e How do | check my Java / OpenJDK version?

Java / OpenJDK 8 (also called 1.8) and » How do | upgrade my Java version?

later * How do | upgrade my OpenJDK version? Refer to documentation of the OpenJDK
provider you are using.

*  Windows 8.1 or 10
¢ How do | check my Windows version?

OR * How do | check my Internet Explorer version?

« Windows 7 or 8 AND Internet Explorer * Do | need this Internet Explorer (IE) version even if it is not my primary browser? Yes.
11 IE may not be your primary browser but is used by Microsoft add-ons.

» How do | upgrade my Internet Explorer version?
OR
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https://www.java.com/en/download/help/version_manual.html
https://www.java.com/en/download/help/download_options.html
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808#ID0EBBD=Windows_10
https://support.microsoft.com/en-us/windows/which-version-of-internet-explorer-am-i-using-86e0ab5e-c60b-bc44-655d-cb4c69f5a3c2
https://support.microsoft.com/en-us/windows/run-the-latest-version-of-internet-explorer-11-ea628df4-50ce-8019-f9f4-468e39685cea

*  Windows 7 or 8 AND Internet Explorer
8-10 AND manually enable TLS 1.2

If you are using Windows 7 or 8 and Internet Explorer 8, 9 or 10 you need to
manually enable TLS 1.2

How to Enable TLS 1.2 manually

1. Open Internet Explorer.
2. Open the Tools menu (select the gear icon near the top-right), then choose Internet options.
3. Select the Advanced tab. Scroll down to the Security section at the bottom of the Settings list.

Internet Options @

| General I Security | Privacy I Content I Connections | Programs | Advanced [

Settings

[T] Enable Enhanced Protected Mode™® -~
Enable Integrated Windows Authentication™

Enable native ¥MLHTTP support

Enable SmartScreen Filter

[7] Enable Strict P3P validation™®

[[] UsessLzo

[7] usessL 3.0

Use TLS 1.0

UseTLS 1.1

Warn about certificate address mismatch™®

[T] warn if changing between secure and not secure mode = |
Warn if POST submittal is redirected to a zone that does nl_—

-

1 | 1] | F

*Takes effect after you restart your computer

’ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

‘fou should only use this if your browser is in an unusable state.

CK d[ Cancel H Apply ]

Select Use TLS 1.1 and Use TLS 1.2.

For extra security, deselect Use SSL 3.0. When complete, your settings should match the following:

Selected: Use TLS 1.0, Use TLS 1.1 and Use TLS 1.2
Not selected: Use SSL 2.0 and Use SSL 3.0

Select Apply.
Select OK.
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